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The Smart Home market

Seven application domains

Security, energy, comfort, health, wellness, multimedia, games

Emergence of new products
Smart - Easy to install - Wireless

Smart Objects: thermostats, scales, keys, cookers, ...
Smart Appliances: washing machine, dryer, fridge, ...
Affordable self-install systems: security monitoring, smoke detection, ...
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A new world of applications will emerge on the long term from the variety of sensors,
actuators, devices that become available




Players expectations in the future smart home ecosystem

Users A home open to any service, any thing, assisting them in their B i

everyday life with a unified multimodal customer experience
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sell services on the largest market, i.e., international, over the top o o
services and applications

Service deploy services without any entry barrier (e.g., no hardware,
providers common software skills)
benefit from infrastructure services provided by others ‘
sell connected devices on the largest market -
provide devices for all services and their providers

benefit from infrastructure services provided by others smart home infrastructure

Device
providers

sell infrastructure services: device management,
Smart  device/application certification, enterprise support

OE :rg‘teo . partner with all providers to offer rich app and device stores
deploy the infrastructure in any home (i.e., over the top)

d
3" party  gevelop apps on standard APIs - “write once, run everywhere”
software

access to a large set of libraries devices
developer



A hybrid execution environment
Applications in the box and the cloud

Traditional Home automation Cloud-to- Convergent smart
home network as an add-on device systems home architecture
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Technical challenges

A device and application representation synchronized

between the box and the cloud

n.
&E\ @ Management of user and application access rights

‘ u ‘) to devices and applications at every level

Interoperability thanks to standards m



oneM2M Common Service Layer in a nutshell

A software layer that
- is language agnostic.

- sits between M2M applications and
communication HW/SW that provides data
transport

- specifies a RESTful approach for M2M/loT
communication

- with a mapping to common industry
protocols such as CoAP, MQTT and HTTP

- allows for distributed intelligence (device,
gateway, cloud apps)

OneM2M has been created by 8 international and
regional standard bodies: ARIB, ATIS, CCSA, ETSI,
TIA, TSDSI, TTA, TTC

200 members contribute to oneM2M

Things

Horizontal (based on common Layer)

Applications share common service and network infrastructure
Multipoint communications
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OSGi in a nutshell - Founded in 1999 with Home requirements,

:

now a success on Enterprise domain

— Led by IBM, many software editors, some
operators (NTT, DT, Orange, Telecom
Italia), and manufacturers (Huawei,
Schneider Electric, NEC, Amdocs...) for
Smart Home and loT

- Current orientations

— Aresidential expert group (REG) on
Device management, Smart Home
technologies APIs and Device Abstraction

— Arecent loT Expert Group launched in

Native Operating System 2015

Life Cycle
Modules

Execution Environment

- OSGi is a standardized software platform
— Generic framework based on Java
— Hot deployment of service bundles
Open specifications with many
standardized services
Strong open source communities

Openness to third parties
— Flexible cooperation model between
bundles (service orientation)
— Mechanisms to allow third parties to only
access shared interfaces
— Home and loT: ideal for openness to third
party apps and Device Management

Agile programming and software portability




An open and standard Smart Home architecture

Cloud layer

Box layer

Devices

Applications .

Device and sensor protocols

apps, data, devices are discovered as
resources by 3rd party cloud apps

access rights on devices and embedded
apps are first checked at cloud level

VMM 506

apps and devices are discovered as
services by embedded apps

embedded and Cloud apps expose
external services (APIls) whose access
rights are checked

local access rights on technical services
and networked devices are checked at
the embedded framework level



Device abstraction layer



3 levels to represent local home devices

Applications

(and Device Management)
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[ Northbound bridge

[ Abstract device abstraction layer(s) ]

]

representations

Technology (ZigBee, EnOcean, UPnP, ...) specific device

Embedded Execution Environment

Native Drivers

1. Business-level application
communication

e.d., "decrease the overall energy
consumption with 500kW"

2. (Abstract) device communication
e.g., "switch off the radiator with
ID=00003"

3. Techno-specific device communication
e.d., "send the command <ZigBee
Specific Command> to endpoint
ID=<ZigBee specific ID>"



3 levels to represent home connected things

Applications
(REST)

|

TR-69 connector

(TR-69 client)

oneM2M connector
(Middle Node interface)

Applications
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[ Refining Driver }

[_[ Refining Driver [ Refining Driver ]
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ZigBee Base Other Discovery
OSGi Embedded Execution Environment

Legacy de facto standard serial native drivers

1. Business-level application
communication

e.g.,
"home.setPowerConsumptionTarget("-
300kwW")"

2. (Abstract) device communication
application-specific e.g.,
"radiator.switchOn()"

or fully generic, e.g,

« smartDevice.getModule(<ModulelD>)
.getAction(<ActionID>)
.invoke(<value[]>)

3. Techno-specific device communication
e.g.,
"'zigBeeEndPoint.getCluster(<clusteriD>).
invoke( <commandname>, <value>)"



OSGi applications mapped in the oneM2M data model
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oneM2M Middle Node (Gateway)
Common Service Entity (MN-CSE)

OSGi framework, technical bundles and base drivers
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Smart Device Template and specific instantiations
New ways to describe devices in oneM2M data tree model

Domain r__—o—__?}f‘ ModuleClass I _{I.*_} Action
@id: ID : @ name : text L __! @ name : text
- Doc : Doc | @ optional ; boolean = false @ optional : boolean = false
* imports __ - Doc : Doc = - Doc : Doc
* Modules : ModuleClass - extends | - DataType : DataType
* Devices : Device 70 @domain : IDRF I " Args ! Arg S Arg
: clats - (ext : 0 @ name ; text
" ‘P ] ;
Device {—0:1 * Arcc:ﬁ)enr;yf Acrt?gs e Lo gF7 DataPoint <goE = ED’OC %_DC'C e
@ id : Name * Data . DataPoint e e @ name : text : - DataType : DataType
= Dot fine * Events : Event —== ] @ optional : boolean = false I
* Property . Properties T | | @ writable : boolean = true I
* Modules : Module -= __i | ‘{l\_\ : : @ readabgef : bgofean = [;u? :
* SubDevices : SubDevi S S eventable : boolean = false
ubDevices : SubDevice : : ! 0"*>‘ Module : : @Docr? povit n = fa :
- ! | | - DataType : DataType |
: Sonliyies <. |'—:—0— 72 Property <4t : :
@ id : Name (i - s SN |
~ Doc : Doc L @ name : text 0.7 Event |
* Property . Properties -0 _} gggrggr‘{a:e;?oofean = false @ name : telxt FEEHEN
*Modules : Module ~ F--—- e o Bop L{rogc ‘ boolean = false S Doc
- DataType : SimpleType * Data : DataPoint
oneM2M Smart Device Template enables the Bulb device  — BinarySwitch moduleciass
representation of any device in a unified model
- a fully generic abstraction
- and an application-specific abstraction with
modules implementing « module classes »
13 PowerState datapoint Toggle action



Device direct control from oneM2M cloud applications
oneM2M Interworking Proxy Entity and base drivers

Applications (REST)
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OSGi Embedded Execution Environment

Legacy de facto standard serial native drivers

1. (M2M) device communication, e.g.,

M2M.getNetworkIPU(”ZigBee”).
.getDevice(<DevicelD>)
.getApplication(<EndpointID>)
.getInterface(<clusterID>)
.getMethod(<commandname>)
.putValue(“OFF”)

2. (M2M) device communication, e.g.,

context.getService(<filter:

M2MApplication, ZigBee, DevicelD,

EndpointID>)
.getInterface(<clusteriD>)
.getMethod(<commandname>)
.putValue(“OFF”)

3. Techno-specific device communication, e.g.,
ZigBeeEndPoint.getCluster(<clusterID>)
.invoke( <commandname>, <value>)



oneM2M cloud apps and embedded apps communication
oneM2M Connector, oneM2M apps and base drivers

Applications (REST)

1. (M2M) device communication, e.g.,

T T T T T T T T 1 mnCSE.getApplication(<AppID>)
.getInterface(<ServiceName>)
l l l l l l l l .getMethod(<methodname>)

.putValue(<parameters>)

2. (M2M) device communication, e.g.,

context.getService(<filter: M2MApplication,

ApplID, ServiceName>)
.getInterface(<ServiceName>)
.getMethod(<methodName>)

3 .putValue(<parameters>)
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Application Application -- Application
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UPnP-SDT ZigBee-SDT SDT Refining Driver 3. Techno-agnostic application-specific

A * * communication, e.g.,

"radiator.switchOn()"
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[ UPhP ZigBee Base Other Discovery Base ] | 4. Techno-specific device communication, e.g.,
Base Driver Driver | Driver zigBeeEndPoint.getCluster(<clusterID>)
\ / .invoke( <commandname>, <value>)

OSGi Embedded Execution Environment

Legacy de facto standard serial native drivers
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User and application access rights



Right management for users

Access Rights: start

sop  Fire Application A Smart Home administrator
— manages user rights for
Rights devices, applications and
t igh
il s management
Rights
s > ZPlug xxx123
Access rightson Zighee y Al
Léa Rights
[Family] i:lieLampl ——
/ Action ?
Rights
Management PE———
Remove Users *
Installapps 7 The dashboard for Léa will be
il © T oo personalised regarding
b N— granted rights
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Right management for applications

yr Open the Box Phil [Admin]

L

The appication is currently running Stop

Permissions

@ Rlif‘r-""-

Energy Management "¢
Actios

Righs
-2 _ »
v Fire Detection ::"
Actumetry sl
Righs
v - Resd
My lights
Artion )
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To perform its
actimetry service a
partner (e.g.
Actimetry) is granted

for energy
management
application API for
reading energy
consumption data
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Implementation and open source contributions

The architecture is today implemented with

= Open the Box OSGi-based framework

— Application model and access right management e OPEN THE BOX
— ZigBee, Hue OSGi base drivers

= eclipse OM2M 1.0 OSGi-based framework lg-._-,.':_..()lew

— oneM2M implementation

= eclipse SmartHome @ecli

— OSGi EnOcean base driver pse

smarthome



Conclusion and lessons learned

oneM2M standard set is large, very flexible and addresses many aspects.

OSGi technology is complementary and fits the implementation of a secure
hybrid architecture between the cloud and embedded gateways.

While first component implementions are published by eclipse community and
other communities, efforts remain to build a full Smart Home and loT SDK.

http://openthebox.org
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A S m al't h O m e open to any application, any thing,

assisting the users in their everyday life
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