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Abstract
This document describes the needs and requirements of a Java API to control and manage

EnOcean devices on an OSGi platform according to OSGi best practices.
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Terminology and Document Conventions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY" and "OPTIONAL" in
this document are to be interpreted as described in 7.1.

Source code is shown in this typeface.
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2 Introduction
EnOcean is an energy harvesting wireless communication protocol  designed for low-power
and  management-free  devices  by  EnOcean  Alliance.  One  of  the  main  target  areas for
EnOcean is Automation systems and Smart homes.  In fact EnOcean is widely supported by
various  types  of  devices  such  as  controllers  (actuators,  gateways,  repeaters…),  wireless
switches and many kinds of sensors in the residential area. It enables the sensors, transmitters
or actuators to use the environment fluctuations (light, motion, temperature) as a power supply,
and therefore have management-less devices. Some OSGi applications need to communicate
with those EnOcean devices. However there is no standard way of communicating with the
EnOcean devices for OSGi applications. This RFP describes the needs and requirements of a
java API on OSGi technology to access EnOcean devices.
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Figure 1 energy harversing wireless sensor solutions from EnOcean (source: EnOcean Web
Site)

3 Application Domain

System Architecture
When installing a new EnOcean network into a residential network with a home gateway, there
are 2 options. One is to add EnOcean communication capability to your home gateway with an
additional hardware such as a USB device called "dongle". The other one is to replace the
current home gateway with one that has EnOcean communication capability. In the both cases
OSGi applications call the EnOcean driver API to communicate with the EnOcean devices as
shown in Figure 2.
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The  EnOcean specification  defines  two  main  types  of  devices:  the  transmitters  and  the
receivers .  A transmitter  is  a simple energy-harvesting device that  sends RF messages.  A
receiver is a wire-powered controlling device that can send and receive RF messages. Some
receivers can be used as  repeaters , and therefore are using  bidirectional  communication
(receiving a RF telegram and sending it  again).  The transmitters are using  unidirectional
communication (it  sends  RF  messages  only),  but  using  technology  called  ‘Smart  Ack’,  a
transmitter can stay active few milliseconds in order to wait for an acknowledgment from his
receiver.

EnOcean Stack
The EnOcean stack is shown in Figure 3. The three bottom layers, the PHYSICAL layer, the
DATA link layer and the NETWORKING layer are defined by the ISO/IEC14543-3-10 standard,
which is a new standard for the wireless application with ultra-low power consumption. The
EnOcean standard defines the Application and Security layers on top of it. The NWK layer is

responsible for managing the network formation and routing. The APL layer hosts application
objects developed by manufactures. The security service provider is responsible for encryption
and authentication.

The ISO standard enabled the physical, data link and network layers to be available for all,
while  the  EnOcean  application  layers  are  available  by  joining  the  EnOcean  Alliance.
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Developers can also use the standard to build proprietary applications.

 

The EnOcean Serial  Protocol  (ESP) defines the serial  communication between a host and
EnOcean modules. Hosts are external microcontrollers or PC’s including software tools.

Figure 3 EnOcean Stack (source: EnOcean Web Site)

EnOcean Equipment Profiles (EEP)
The  EnOcean  Equipment  Profiles  allow  interoperability  between  products  developed  by
different vendors. For example, in a light control scenario, switches developed by a vendor can
turn  on  and  turn  off  lights  developed  by  another  vendor  if  both  vendors  know both  EEP
Profiles. The EnOcean Alliance draws up the specifications for the applications based on the
standard.

The technical  characteristics of  a device define three profile elements, which make up the
organizational description of all profiles:

1. The EnOcean Radio Protocol radio telegram type (RORG)

2. Basic functionality of the data content (FUNC)

3. Type of device in its individual characteristics (TYPE)

There are currently around 100 profiles defined.

When the existing profiles are not adequate, it is possible to create a new profile. Once it is
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4 Problem Description
With the increasing number of EnOcean vendors, the number of vendor-specific APIs is raising
too, causing the following problems:

1. Application developers need to know which vendor's EnOcean hardware is used with
the target residential gateway in advance before developing their applications.

2. An application that was developed for a given environment may not work in other
environments without significant changes.

Those  problems  make  it  difficult  for  third  parties  to  develop  portable  OSGi  applications
communicating with EnOcean devices.

The standard Java API requested in this RFP for the access of EnOcean devices would give
developers a unified way of communicating with EnOcean devices, allowing developers to only
utilize a unique vendor agnostic API.

5 Use Cases

EnOcean Device Control by locally installed OSGi ap plications
Locally installed OSGi applications interacting with EnOcean devices will ideally use the same
driver. The driver initializes the  available EnOcean local  hosts – e.g., USB dongles,  built-in
chips or remote EnOcean Gateways – and enables management operations on these hosts
such as network selection and device discovery. The driver also registers Device Services,
which  provide  OSGi  applications  with  an  interface  for  communication  with  the  discovered
EnOcean devices. The user controls the EnOcean devices  through web pages provided by
OSGi application.

EnOcean Device Control through USB Dongle
A user who would like to control EnOcean devices at home plugs an EnOcean USB dongle to
the residential gateway. OSGi Device Manager running on the residential gateway identifies
the dongle and installs a suitable driver for it. The driver enables locally installed applications
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to control and manage EnOcean devices like in the use case above.

EnOcean Gateway with IP networks
Home Automation services are composed of web applications deployed in the Cloud on one
side and the EnOcean devices on the other side. In this use case, the gateway in between acts
as a simple bridge between the home EnOcean network and the IP network, for example
through Web Services, RESTful API, etc.

Network Diagnostic and User Support
The ACME developers’ team can provide remote assistance to end user terminal equipments
through  the OSGi  platform.  If  a  user  experiences  unusual  behaviors  with  some  EnOcean
devices, which are for instance not recognized, or improperly discovered, the inconsistency of
the  device  state  is  detected  and  the  remote  operator  can  launch  a  network  scan  to
acknowledge the situation.

Device access rights
Several  applications  from distinct  players  are  running  on  the  residential  gateway.  Various
access situations are applied. The door is exclusively controlled by one security application
while some devices are used by two distinct applications.

Device-specific events
A security application monitors the door lock activity by subscribing to events notified by the
door lock.

6 Requirements
R1: The solution MUST provide an API for controlling EnOcean devices.

R2: The solution MUST provide a base driver interface as an OSGi service for management
operation: device and service discovery, security management, network management, binding
management, node management and group management.

R3: The solution SHOULD enable applications to trigger a re-scan of the network to refresh the
registry with actual EnOcean device services.

R4: The solution MUST provide API for switching the type of the local EnOcean device among
receiver, transmitter or repeater.
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occurred in the EnOcean network and devices.

R6: The solution MUST register a Device Service object representing each found EnOcean
device  into Service  Registry  and  unregister  the Device  Service object  when  the EnOcean
device is unavailable.

R7: The solution MUST associate an  EEP profile for  each found EnOcean device into an
ID/EEP matching table and update the EEP if it is changing.

R8: The solution MUST be able to add new profiles to the existing one (in the case of a new
profile is created by a member of the EnOcean Alliance).

R9: The solution MAY define the driver  provisioning process in accordance with the OSGi
Device Access specification.

R10: The solution MUST be  independent  from the interface  used to  control  the EnOcean
network. The solution MUST likewise work with network controllers based on EnOcean built-in
chips, EnOcean USB dongles and high level protocols offered by EnOcean Gateway Devices
compliant with the EnOcean Alliance specification.

R11:  The  solution  MUST  include  device  access  control  based  on  user  and  application
permissions compliant with the OSGi security model.

7 Document Support
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